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Indistinguishability Obfuscation (10)

[ Py(a,b) := (a+ b)? } [Pl(a,b) = a? + 2ab + b* }
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IS it IO(P,)
or iO(P,)




The Last Talk

Point Obfuscation secure in the presence of
hard to invert auxilliary information
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Indistinguishability Obfuscation

Tecrrache Universtat Darmsiact



AIPO (Point Obfuscation with Auxiliary Input)

1 ifx=2a

0 othwerwise

P hides x even in
auxiliary information about X.




AIPO (Point Obfuscation with Auxiliary Input)

Z hides a,computationally




The Last Talk




Is AIPO a good assumption?

Indistinguishability Obfuscation PO
[BCPR14]

For all circuits Just for Point Functions

Candidates exist under Candidates exist under
non-standard assumptions non-standard assumptions
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This Talk

IS not about AIPOs.

It IS about MB-AIPOS.

(And a bit on AIPOs.)
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1 ifxz=«

AIPO Pa() = <

0 othwerwise
\

g ifr=«
MB-AIPO  DPa,s(T) := 0 X |
\ othwerwise

Multi-Bit Output
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MB-AIPO
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MB-AIPO vs. Indistinguishability Obfuscation

Theorem: If Indistinguishability Obfuscation exists, then
MB-AIPO does not exist.
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Virtual Black-Box Obfuscation

Indistinguishable
output
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opens

opens
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Indistinguishable
output
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VBB Obfuscation is Impossible
[BGI+ 01]

(x) g ifr=a«
aglz) =
q Po.B 0 otherwise

1 ifCla)=p

0 otherwise
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Towards MB-AIPO

(x) bitz=a MB-PF
a.gla) = g
R Po.8 0 otherwise
1 if C =
C):= 1 (a,) b Al
0 otherwise

Can we approximate T, g such that the circuit hides a?
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MB-AIPO

z hides a computationally

p(_ f}j (Oé,ﬁb) (6 if r =«

MB-AIPO
a.glT) = <
.. R Pa.s(2) \0 otherwise
& Ta,B(C) = 4 ( )
0 otherwise
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First idea

Obftuscate Ty, g, with an indistinguishability obtfuscator.
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First idea

O[O&, /60](6)
if é((l/) — ,60

return 1

(O<7 5/0, i0(Cla, By))) =

I0(Cla, Bo])(Pa,py) =

-

return 0
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C[Od, /60](6)
if é(Oﬁ) — 60

return 1

Does iO(C|a, By]) hide a7

return O

VBB-obfuscation of Cla;, By| hides «a, but
for indistinguishability obfuscation we don’t know.

Can we tweak C'|a, Bp] such that functionality
1s preserved while allowing us to hide a?




return 0

~

o+ ${0,1}*
BO — ${07 1})\

Cila, 5o (C)

return 1

return 0
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if PRG(C(c)) = PRG(3)

N
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Precompute PRG(B,)

a A

o+ ${0,1}*
/80 — ${07 1})\
y < PRG(fo)

~

C2 [06, y](C)
if PRG(C()) =y

return 1

return 0




I0(Csla, Bpl) hides «

if PRG(C
return 1

return 0

(U

return 1

return 0
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Final Attack

Cala,y « PRG(8)](C)

~

(OK, /807 IO(CQ [Od, y])) N a— if PRG(C(a)) =y

\_ / return 1
uniformly 1 €«
random return 0

p — *%5%? (Oz,ﬁb)

“ B-AIPO

(pv lO(CQ [Qv y]))
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10 and MB-AIPO are mutually exclusive

Indistinguishability Obfuscation MBAOIPO

For all circuits Just for Point Functions

Candidates exist under No candidate construction
non-standard assumptions in the standard model
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Can we bypass the impossibility?
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Bypassing the Impossibility

»Restrict auxiliary information to be
1. statistically hard-to-invert
2. short
3. hard-to-invert in the presence of beta (weak MB-AIPO)




Weak MB-AIPO

(z,B,) hides acomputationally
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Attack fails
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o+ ${0,1}*
/60 A ${07 1})\
y < PRG(5o)

02 [Oé, y](é)

o~

if PRG(C'(a)) =y

return 1

return 0

~

S
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Not Indistinguishable
down to PRG in
presence of preimage 3
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a +— ${0,1}*
/60 S ${07 1})\
y « ${0, 1}|PRG(Bo)|

~

C"3 [Cl{, y] (é)

~

if PRG(C'(a)) =y

return 1

return 0O
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Weak MB-AIPO from 10 and AIPO

Theorem: If Indistinguishability Obfuscation and AIPOs
exist, then weak MB-AIPOs exist.

Weak MB-AIPO implies leakage resilient PKE
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Summary

*|ndistinguishability Obfuscation and MB-AIPO are
mutually exclusive.

*\WWe can bypass the impossibility result by
restricting the auxiliary information to be
1. statistically hard-to-invert

2. short
3. hard-to-invert in the presence of beta (weak MB-AIPO)
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